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CokpaweHue TepMMUHOB

SMB O6GopynoBaHue PekomeHJ0oBaHHbIe pemeHuss EAP

CIOMCOK COKpalleHHi 1 TePMUHOB

3HayeHue

AP
NAT
PoE
nK
SOHO
SSID

Ta

Access Point (Touka gocrtyna)

Network Area Translation (Mpeo6pa3soBaHue ceTeBbIX aapecos)
Power Over Ethernet

MNepcoHanbHbI KOMNblOTEP

Manbit oduc/gomawHnii opuc

Service Set Identifier (yHMKkanbHoe nma 6ecnposoaHoii cetn)
Touka aocryna
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1. Llenb soKymeHTa

OnucaTb npoueanypy uHctannauum EAP Software Controller, no6aBneHus B Hero Toyek [ocTtyna
(TA) v HacTpoWikM Hanbonee pacnpocTpaHEHHOro pyHKUMOHaNa.

Becb pyHKLMOHAN HAacTpamMBaaca U NPOBEPASICA C UCNONb30BaHMEM obopyanoBaHua: T, EAP225,
KommyTatop TL-SG1008P, mapwpytmsatop TL-ER6020 un MK nog ynpasneHmem Windows 7.1 32 bit ¢
yctaHoBneHHbIM EAP Software Controller.

111 Ba}KHO OTMETUTDb, YTO PYHKLIMOHAN 6eCLUOBHOro POYMUHra ABAAETCA HEOTbEMIEMOM YaCTbio
6ecnpoBogHol ceT Ha 6ase T/, EAP. [laHHbIN dyHKUMOHAN paboTaeT 6e3 KakMx-1Mbo A0N0AHUTENbHbIX
HaCTpoOeK 1 pacnpocTpaHAaeTca Ha Bce T[] c ogmnHakosbim SSID.

O6061LEHHbIN AM3alH ceTu NpuBeaEH HMXKe (puc. 1), rae:

- MapuwpyTtusaTtop (Router) — ana opraHusaumm NAT TpaHcnauuum YacTHbIX IP - agpecos
BHYTPEHHel ceTu B robanbHbIl IP — aapec;

- KommyTaTtop (Switch) (kenatenbHo ¢ PoE ¢yHKUMOHaNOM) ANA MOAKAOYEHMA XOCTOB
cetu v EAP T/;

— KomnbtoTep (Desktop) — ans EAP KoHTponnepa;

— EAP TouKu goctyna — Ans opraHusaLmm 6ecnpoBogHoin ceTu.

Intermet

Puc. 1. O606WEHHbIN AN3aliH ceTu.
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2. YcTaHOBKa U NepBOHaYabHaA HacTpoiika EAP Software Controller

2.1 YcraHoBKa EAP KoHTponepa

3arpy»aem apxuB c cailta http://www.tp-link.ua, pasapxusupyem u 3anyckaem c¢ainn «EAP
Controller v2.4.7-20160920-7951.exe» (puc. 2.1.1-2.3.1).

EAP Controller - InstallShield Wizard i x|

‘Welcome to the InstallShield Wizard for EAP
Controller

The InstallShield Wizard will install EAP Controller on your
computer. To continue, click Next.

52
-;-

< Back Next > I Cancel |

Puc. 2.1.1 9KpaH npuseTtcTeus. Haxknumaem "Next" (Janee).

EAP Controller - InstallShield Wizard x|

Choose Destination Location
Select folder where setup will install files.

= Install EAP Controller to:

\ C:\Program Files\TP-LINKAEAP Controller Change... l

At least 4 GB disk space is required for the software installation

IristallShield

< Back | Next > I Cancel l

Puc. 2.1.2. Bubmpaem nanky, kHonka "Change...". Haxkumaem "Next" (Janee).

AP Controller - nsalishickd Wizard x|

Setup Status

EAP Controller is configuring your new software installation.

Installing

C:\Program Files\TP-LINKAEAP Controllerjresbinkjavafs-font.dll

==

rstallShield

Cancel |

Puc. 2.1.3. Oxknpaem oKOH4YaHMe NpoLecca YCTAaHOBKM.
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2.2 3anyck EAP KoHTponnepa

N
3anyckaem EAP Software Controller eap controter .

[ EAP Controller v2.4.7 - TP-Link - o B3

" tp-link

",

Initializing EAP Controller v2.4.7

04] Starling...

06] Mongo DB server started
10] EAP discovery server started
] EAP manage server started

10] EAP adopt server started

Puc. 2.2.1. MNpouecc MHUUMANU3ALUM KOHTPOAEpPa.

Mocne 3anycKa KOHTpoAsiepa, oTkpoetca WEB cTpaHuua B 6pay3epe KOTopblid y Bac BbIbpaH «no
ymonyaHuto» (puc. 2.2.2).

[ Movmunse sepes noppwers X

C | A He xondigenuiiinuii | bepS://127.0.0.1:8043/wizard/c;JSESSIONID=0b19742d-1cf0-4405-a8a5-c34f1c6755

A

3'eaHaHHA He KoHiAeHUIliHe

3n08Mi /Tb HAMAraTVCA BUKPACTIA

wauio 3 127.0.0.1 (wanpuxnan

ERT_AUTHORITY_INVALIC

Puc 2.2.2. OTKpbITHE bpay3epa.

BHU3y cTpaHuMubl Haxkumaem «logpobHee» nocse HaxkMmMaem Ha Haanucb «leperTn Ha calT
127.0.0.1 (He 6e3omacHo)», Mocie 4Yero OTKPOETCA MepBOHaAYanbHas HACTpPOMKa KOoHTponnepa (puc.
2.2.3).

[) Morsema wepes nopywene X

C | A He xondenuibont | bups://127.0.0.1

A

3'eaHaHHA He KOHOIAeHUIHe

Mauio 3 127.0.0.1 (Hanpukaaa,

Puc. 2.2.3. Pa3pewaem 6paysepy OTKPbITb CTPAHULY KOHTPOAIEPA.
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3agaem byayuwee nma 6ecnpoBOAHOM ceTU M Naposb K Hel, N Haxkumaem «Next». [danblue
3anonHaem nocnegyowme nons u Kkmem «Next» (puc. 2.2.4-2.2.6).

EAP Controller x

C | A He xondinerulitmi | b#pS://127.0.0.1:8043/wizard/c;)SESSIONI 12d-1cf0-4405-a of

SSID Name: | Test 225

Password: |12345678 (WPA2-PSK

Puc. 2.2.4. 3anonHeHune umeHu becnposogHoli cetu (SSID) 1 napona AocTyna K Heu.

Admin Name: ‘admin (4-32 characters)

E-mail: ’ user@example.com ‘ (user@example.com)
(6-32 characters, only
Password: ‘ ------ ‘ 6-32 characters, only
numbers and letters.)
)
Confirm: ’ ------ ‘ (repeat password)

Puc. 2.2.5. 3anonHeHne nonen y4ETHOM 3aNnUCKM agMUHUCTPaTOpPa.

SSID Name: Test_225
Admin Name: admin
E-mail: user@example.com

Puc. 2.2.6. 0606wWéHHan nHdopmauums.

Mocne ycTaHOBKM KOHTponnepa BbI MOXKETE 3aliTM HAa HEro ¢ JIO0Oro YCTpOMCTBa B
JIOKAJIbHOM ceTn ucnoib3ys IP-ampec ycTpoiicTBa, Ha KOTOpOE YCTAaHOBIECHO KOHTPOJUIEP WIIH
HEMOCPEJCTBEHHO C YCTPOWCTBA, HA KOTOPOE YCTAHOBIICHO KOHTPOJLIEP, UCIOIb30BaB IP-aapec
JokasibHoro xocra 127.0.0.1.
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23 AsTtopu3sauua Ha EAP KoHTponep

Ha cTpaHuue aBTOpM3auMM KOHTPOAIEpPa, BBOAMM CBOW YYETHbIE AaHHbIE U HAXKMMAEM KHOMKY
"Sign In" (BoliTu B cuctemy) (puc 2.3.1), 1 nonagaem Ha NepByto CTPAHULY KOHTpoanepa (puc 2.3.2).

/ [ EAP Controller x \\

€ C | A He xoHdigeHuiinmi | beps://127.0.0.1:8043/login

1@ tp-link

Forgot password?

Puc.2.3.1. CtpaHunua aBTopm3aumm KOHTpoaaepa.

& 2 Cootroler x allsig] =

€ C | A He sondigesasinest | BpS://127.0.0.1 5 %

Connecind Disconnecied  Pending

Slatisics Access Ponis Clients Insight Log

Label  Details | Coverage Map:

Hi) tp-link Sites: Detault APs Stations: Use

undefined
L
Puc.2.3.1. MepBana cTpaHULa KOHTpPOANEPA.
© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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3. [o6aBneHune TOUKM AOCTYNA B KOHTPOANEP B NOKa/IbHOM ceTU

Ha cTpaHuue KoHTponnepa nepexoavm B meHio "Access Points", B npaBom BepxHem yray
BbibUpaem pasgen "Pending", Haxkumaem ranouky "Batch adopt" ana Bcex, nam HaxKMmaem Ha ranoyky
KonoHku "Action", ana nobasneHne KoHKkpeTHon T/, (puc.3.1).

3 & Corercler x Bll=i@l 2

€ C A He xonduaerasivent | bagt://122.0,0.1:804 t B

; Stations:
Connected Drsconnected Pending Users Ouess

Map Statistics o Clients Insight Log
Pending D

@

10 tp-link Sites: Detault - e

£ Name/MAC Address ¢ IP Address ¢ Status $ Model ¢ Version £ Num of Clients ¢ Download ¢ Upload Acnoy
70600 2 1630 1 EAP225 1008 150909 Rol 40914 Byt Byt v,

Puc 3.1. [lobaBneHune To4KM AocTyna.
B BCN/biBalOLLEM OKHe aBTOPM3aLMM BBOAMM Y4YeTHble AaHHble T[, (N0 yMONYaHUIO /IOTUH:
admin, naponb: admin) u Haxkumaem KHonKy "Apply" (puc. 3.2).

B £47 Controller x lalla]l®@] = |

& C | A He xondigeHuitini | bieps://127.0.0.1:804 me. B

Batch Adopt APs

Usemame

Pending N All | Connected | Disconnected | Pending
Password: |
ame. 7 Q| I i Perad Py
4 Name/MAC Address 4 IP Address esh‘m + Model % Version %lldiilﬂm 4 Download 4 Upload Action
S0.c7.b1.0b bk a2 192.168.0.102 Pending EAP225 1.0.0 Build 20160909 Rel. 40914 0 0Bytes 0 Bytes v
Pagesize 10 | v IEHZ’I Atotal 0f1 paga(s) Pageto :I@

Puc. 3.2. Astopmsauymm Ha T[.

Yepes Heckonbko MUHYT T/ nosisuTcsa B nogmeHto "Connected" (puc. 3.3). U u3ameHUT cBOA
craTtyc c "Provisioning" Ha "Connected" (puc. 3.4).

[ £2° Controtier x allsl®] 2

> C | A He xondineruyiinait | bpS://127.0.0.1:804 &

o i Sites: Default v APs C : C
b | tp-link Connected Disconnecied Pending SRS s Ot

Map Statistics _ Clients Insight Log
Connected o

$ Name/MAC Address % IP Address $ Status % Model $ Version $ Num of Clients % Download % Upload Action

© Forget

EAP225 1.0.0 Buil 160909 Rel. 40914 Byt 0 Byt < t B

= 1 Atotal of 1 page(s) Page 1o

Puc. 3.3. T, B pa3gene "Connected" co ctatycom "Provisioning".

L C | A He zawwero | b#pS//127.00.1

o o H Sites: Default v APs 1 1 0 Stations:
=] tp-link Connected Disconnected Pending
Map Statistics _ Clients Insight Log
Connected
+ Name/MAC Address = IP Address + Status * Model = Version + Num of Clients
14:ce:20:3ac1:b3 93416017 nected EAP120 2.0.3 Build 20170113 Rel, 55696
Page Size -

Puc. 3.4. T[] B pa3sgene "Connected" co ctatycom "Connected".
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4, [Do6asneHue T[, u3s ppyroii ceTu B KOHTponnep

Y106 pobasuTb T 13 apyroi noacetn/cetm B KoHTposanep, Heobxoamumo 3agaTb T/, IP-appec
KoHTponnepa. Caenatb 3T0 MOXKHO npu nomolum “EAP Discover Tool” KoTopblh MOXKHO ckayaTb “EAP no
ccoinke: http://static.tp-link.com/res/down/soft/EAP_Discovery_Utility_V1.0.3.zip.

YcrtaHasnuBaem “EAP Discover Tool”. Mocne ycTaHOBKKM 3axoAMm B Nporpammbl, Bknagka "TP-
Link -> EAP Discover Utility" 1 3anyckaem nporpammy "EAP Discover" (puc 4.1).

JOaELUIELCR] £O
. TP-Link
| EAP Controller
. EAP Discovery Utility
% EAP Discover
4 Uninstall EAP Discover
. TP-LIMK Camera Control '}
. WideoLAn
| WMware
. WinPcap

1 Hazaa

I |HaiiTh nporpanme v dakine E

oo © (|01 €]

Puc. 4.1. Nporpamma "EAP Discover".

Moakntouaem T/ B oAHY NoKanbHyto noaceTsb ¢ MK, Ha KoTopom 3anyuieH "EAP Discover".

Bbibupaem (ycTaHaBAMBaem ranoyKy) HaMpoOTMB HeobxoaumbIXx T, M Ha)KMMaem KHOMKY
"Manage" (puc 4.2) nam Haxknmaem KHonky “Bach Manage” utobbl go6aeuTb Bce T. B nosasmsluemca
OKHe BBOAMM IP-agpec KOHTpoAnepa, a TakkKe NIOTUH M Naponb Ha T/, (no ymonuyaHuio foruH: admin m
naposb: admin) (puc. 4.3). }mem kHonky "Apply" v )Xaem npumeHeHUs HacTpoek.

EAP Discovery Utiity v1.0.3 - TP-LINK

Search: IP MAC Model Status .

Select  MAC Address IP Address Model Version Status Action

»/ 1dcci20:3acih3  193.41.60.17 EAP120 2.0.3 Build 2017011...  Pending [ Manage |

Displayed EAP: 1

Puc. 4.2. Bbibop TA.

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP,MAC Model,Status .

Device Information
Select  MAC Address.

14:cc:20:3aCT0%

Model:

IP Address:

MAC Address:

Controller Hostname/IP:

Username:

Password:

N
Cancel
J

Status:

X
atus

Pending

\ding

EAP120
193416017
14:cc:20:3a:¢1:b3
192.166.100.100

admin

Apply

Action

Displayed EAP: 1

Puc. 4.3. YctaHOBKa napameTpoB MNOAKAOYEHUA K KOHTPOANEPY.

© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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Mocne ycnewHol HacTonku TA, Bbl yBuAUTE cooblueHue "Setting Succeed"”, nanee HaxmMmaem

KHonKy "OK" (puc. 4.4.). B okHe "EAP Discover" moxem yBuaeTb, 4yto ctaTtyc T nameHunca c "Pending"
Ha "Succeed" (puc. 4.5).

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP MAC Model Status Q)

Select MAC Address IP Address Maodel Version Status Action

14:cc:20:3ac103  198.41.60.17  EAPI20 203 Build 2017011 Success

EAP Discovery Utility X
Setting Succeed

oK

Displayed EAP: 1 Select All Batch Manage

Puc.4.4. CoobuieHne 06 ycnewHom npumeHeHUN HacTPOEK.

EAP Discovery Utility v1.0.3 - TP-LINK

Search: IP,MAC Model Status ()

Select MAC Address IP Address Model Version Status Action

14:cci20:3a:c1:b3 193 41 6017 EAP120 2.0.3 Build 2017011...  Success Manage

Displayed EAP: 1 Select All Batch Manage

Puc.4.5. NameHeHue ctaTyca T[ Ha “Success”.

Mocne paHHbIX HacTpoek T[, MOMHO ynpaBnATb M3 yAaneHHoh cetu. T, nosaBUTCA B MEHIO
"Pending" KoHTposnepa. Janee gobaBasem ee Kak onucaHo B pasaene 3.
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5. Cospanue SSID. Hactpoiika 06bluHOro noaknoueHusa K T no naponio

Echm y Bac He yCTaHOB/IEH KOHTPO//IEP MWAM HAcCTPOWKa BbIMOAHAETCA MEPBbIA pas, To

Heob6XoAMMO BbINOAHWUTL YCTaHOBKY EAP KOHTpo/Iepa U ero NepBUYHYIO HAaCTPOWKY (pasgens 2 -3).

Ona cosgaHua SSID gmanasoHa 2.4 ITu/5 My 3axogum B meHio "Wireless

Ons HacTponku 2.4 Ty, unmn 5 Iy, (puc. 5.1). Janee :xmem kKHonky "Add" (puc. 5.1).

B & Controter x

S C | Atex bawyt//127.0.0.1

Sites: Default v APs

..p tp-link

Stations:
Connecied Dmconnecied Pending Users Guests

Map Statistics _ Clients Insight Log

settings" panee
noameHto "Basic Wireless Settings" BHM3y cTpaHuupl (puc. 5.1). laHHOe MeH0 06blYHO CBEPHYTO U
BMAHA To/bKO Hagnucb "Wireless settings"”, Ha KOTopylo HYyXXHO Ha)KaTb. BbibMpaem AmanasoH yactoT

Connected

¢ Name/MAC Address ¢ IP Address ¢ Status ¢ Model ¢ Version ¢ Num of Clients ¢ Download

.00 bd 02

© rogetan

¢ Upload Action

t B

L

0 ¢ SSID Name

¢ Security $SID Isolation Portal Access Control Rule Rate Limit Action

PSK " « e

Puc.5.1. MeHio "Wireless settings"-> “Basic Wireless Setting” KHoMNKuM BblOOpa 4acToThbl

BewaHuna "2.4 GHz", "5 GHz " n kHonka "Add".

B nosiBuBWIMMCA OKHe (puc. 5.2) 3anonHMTbL cooTBeTCTBYOLWME nona: “SSID name” — HasbiBaHUe

becnpoBogHasn ceTb, “Security mode” — TMn aBTOpM3aLUUM M NAapPoOAb ANA AOCTyNa K 6ecnpoBoaHOM ceTu

(PekomeHayeTca WPA-PSK version WPA2-PSK, Encryption AES). Onpeaensiem naposib Ha NOAKAIOYEHME K
b6ecnposogHon cetn — none “Wireless password” - ecnn BbibpaH cooTBeTcTBYOWMIM “Security mode”.

Janee Haxxnumaem KHonky "Apply".

Add 2.4GHz SSID

SSID Name Test_24
—_—
Wireless Vian ID 0 0-4094, 0 is used to disable VLAN ta )
SSID Broadcast V| Enable
Secunty Mode v
—_—
Version Auto WPA-PSK ®@ WPA2-PSK
s —_—
Encryption Auto TKIP ® AES
gazwsxedc
0 seconds(30-8640000,0 means no upgrade)
Portal [C] Enable
SSID Isolation Enable
Access Control Rule M

Rate Limit

Puc 5.2 HacTpolika napameTpoB aas BbibpaHoro SSID
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6. locTresoii noptan Ha EAP Software Controller

Echn y Bac He yCTaHOB/NEH KOHTPOAJEP MM HACTPOWKa OCYLLEeCTBAAETCA B NepBblit pas, To
Heob6XoAMMO BbINONHUTL YCTaHOBKY EAP KOHTpo/iepa v ero NepBUYHYIO HACTPOMKY (pasaenbl 2-3).

6.1 HacTpoiika Touek gocryna 6e3 naponsa c npumMmeHeHMem NopTana aBTopusaLumum

CHavana Heobxoammo BbibpaTb “SSID Name” ana Kotoporo 6yayT NpPou3BOAUTLCA HACTPOMKU.
Ons atoro 3axogmm Bo BKNagKy “Wireless Settings” nogsknaaky “Basic Wireless Settings” Haxkmumaem
Ha rasiouky B ctonbue "Action" HanpoTuB MHTepecyewero Hac “SSID Name” (puc. 6.1.1). [laHHOe MeHto
0b6bIYHO CBEPHYTO M BUAHA ToNbKO Haagnuch "Wireless settings", Ha KOTOpYO HY»KHO HaxaTb (puc. 6.1.1).

10 tp-link Sites: Default v

stations: ¢

d Pending

‘_‘ 5 1‘ Label | Detalls = Coverage May

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit Action

Puc. 6.1.1. Bbibop SSID K KoTopomy byayT npUMeEHEHbI HaCTPOMKM.

B nosiBMBLUMMCA OKHE 3ano/iHAeM cneayiwme nons: “Security mode” — Bbibpath “none”, a Tak
e ycTaHoBUTb raniodky "Enable"” B meHto “Portal” (puc. 6.1.2). NoaTtsepKAaem HaCTPOMKM HaxKaTuem
KHonKku "Apply".

Labal | Datails | Covarags Map: | Cefauz |

Edit §SI0

W 1dcc03act bl

TEST

Rate Limit

Basic Wireless Settng | Advanced Wi Setting | Band Steering

O Ao
o 4 SSID Name 4 Security SSI0 Isolation Portal Access Control Rule Rate Limit Actien ﬂ
1 TEST WRAPSK disanle disable Nore sable Ga
_‘mq— = | Atotalort pagecsy Pagets 7’5
Puc. 6.1.2. BkntoueHne noptana gns BblbpaHHoro SSID.
© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
Ctp. 14 u3 26



N ANNNSSESRNNNN RN

SMB O6GopynoBaHue PekomeHJ0oBaHHbIe pemeHuss EAP

tp-link

Mepexoaum Ha Bknaaky “Wireless Control” noasknagky "Portal", roe B nyHkTe "Autentification
Type" Bbibrpaem "No Autentification".

Mpyu HEOHXOANUMOCTN MOXKHO MU3MEHUTL TEKCT NPUBETCTBMA BCTPOEHHOTO NopTana B nose "Portal
Title", a Takxe 3arpysutb KapTMHKY M ¢oH B nonasax "Logo Image" u "Background Image"
COOTBETCTBEHHO. [loC/N1e HAaCTPOIMKM 3TUX NapaMeTpoB Haxkumaem "Apply" (puc 6.1.3).

<« C | A He saupweno | B /127.00.1

10 tp-link Bites: Default . 1 . g StEtiomst S

Connected

3 Name/MAC Address 3 IP Address % Status = Model 3 Wersion £ Num of Clients 3 Downl

|

Authentication Type

Authentication Timeout -
Redirect Enable

Redirect URL

‘Welcome

~

By using it, you are agreeing to these Terms of Use.

N — Best aspectratio 1:1; Size 100KE;  EETES
Best aspect ratio 35, Size 2ME Choose

Puc. 6.1.3. HacTpoiKa cTpaHMYKM aBTOpPU3aLMM NopTana.

[na npocmoTpa, Kak byaeT BbIMAAETb CTaHUUYKa NPUBETCTBMA HaxxmuTe “Preview Login Page”.
Mpu caenaHbIX HACTPOMKax CTaHUYKa aBTopU3aLnm byaeT BbIrNAAWUTL Kak Ha (puc 6.1.4).

Welcome

Puc. 6.1.4. MNpeaBapuTenbHbIM NPOCMOTP CTPAHUYKM aBTOPU3aLMKM NopTana.
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6.2 HacTtpoiika naponeit BpemeHHOro aeincremus

CHavana Heobxoammo BbibpaTb “SSID Name” ana Kotoporo 6yayT NpPou3BOAUTLCA HACTPOMKU.
Ons atoro 3axoamm Bo BKNagKy “Wireless Settings” nogsknaaky “Basic Wireless Settings” Haxkmumaem
Ha rasiouky B cTonbue "Action" HanpoTMs MHTepecyeuwero Hac “SSID Name” (puc. 6.2.1). laHHOe MeHIo
0b6bIUHO CBEPHYTO M BUAHA ToNbKO Haanuch "Wireless settings", Ha KOTOpYtO HY»KHO HaxaTb (puc. 6.2.1).

sations: 0 0

. 1‘ Label | Detalls | Coverage May

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit Action

Puc. 6.2.1. Bbibop SSID K KoTopomy ByayT npUMeHEHbl HaCTPOMKMU.

B nosBuBLUMMCA OKHe 3anosiHaem cneayiiwme nons: “Security mode” — BbibpaTtb “none”, a TaK
e ycTaHoBMTb ranodky "Enable" B meHio “Portal” (puc 6.2.2). MNoareeprkaaem HaCTPOMKM HaxKaTUem
KHonKu "Apply".

& & € |A e |t 12700.0

Label | Details | Goverage Map: [ et -

EdrtssiD

W lccD3acttd

Rate Lmit

Wirelass Sattings

Blasic Wirsless Settng | Agvanced Wireiess Setting | Band Steering

= e G [ <] @

@

D $SSDName ¢ Security  SSID isolation Portal  Access Control Rule Action

1 TEST WPAPSK dsable dsale None

[FE FIE] remaressn saee [ |[55]

Puc. 6.2.2. BkntoyeHne nopTtana ana sbibpaHHoro SSID.

Hdanee nepexogmum Ha Bknaaky “Wireless Control” -> "Portal"”, B none "autentification type"
Bblbnpaem "simple password", 8 none "autentification timeout" ycraHaBnvMBaem 3HauyeHMe BpemeHMU
OeNCTBMA Maponsa U BHU3Y OKHA Haxkumaem KHonky "Apply" (puc. 6.2.3). Mpu HEOBXOAMMOCTU MOXKHO
N3MEHWTb TEKCT MPUBETCTBMA BCTPOEHHOrO nopTana B none "Portal Title", a TakyKe 3arpy3snTb KapTUHKY
n ¢oH B nonax "Logo Image" u "Background Image" cooTtBeTcTBeHHO. [locne HaCTPOWMKM 3ITUX
napameTpoB Haxumaem KHonky "Apply".

© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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[ Wireless Control

Authentic ation Type © - =

Password qwerty
Authentic ation Timeout v
0 Do H 10 M
Redirect Enable
Redirect URL
Portal Title Welcome
Term of Use By using it, you are agreeing to these Terms of Use
Logo Image Best aspect ratio 1:1; Size 100KB
Background Image Best aspect ratio 3:5; Size 2MB
Preview Login Page: Preview in Pag

(| )
-

Puc. 6.2.3. HacTpoiiKa naposei BpeMeHHOro AencTems.

[ns npocmoTpa, Kak byaeT BbIrALeTb CTaHMYKA NpMBeTCTBMA HaxkmuTe “Preview Login Page”.
Mpu caenaHbix HAaCTPOMKAX CTaHNYKa aBTOpPU3aLMK ByaeT BbIrAANTb Kak Ha (puc 6.2.4).

Puc. 6.2.4. MpeaBapuTeNnbHbIA MPOCMOTP CTPAHUYKM aBTOPU3aLMK NopTana.
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6.3 Hactpoiika nepeagpecaumnn 6e3 ayTeHTUPUKALMM U C ABTOMATUUECKUM OTK/IIOUYEHUEM

CHavana Heobxoammo BbibpaTb “SSID Name” ana Kotoporo 6yayT NPOU3BOAUTLCA HACTPOMKU.
[ns atoro 3axogmm Bo BKNagKy “Wireless Settings” nogsknaaky “Basic Wireless Settings” Haxkmmaem
Ha rafiouky B ctonbue "Action" HanpoTne UHTepecyeulero Hac “SSID Name” (puc. 6.3.1). laHHOe MeHIo
06bIYHO CBEPHYTO M BUAHA ToNbKO Hagnucb "Wireless settings", Ha KOTopyto Hy»KHO HaxaTb (puc. 6.3.1).

€ C a paeno | BHT//127.00.1

Stations:

0 0
Users Guests

[ o o \ ‘ Label | Detalls | Coverage i

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit Action

-]

Puc. 6.3.1. Bbibop SSID K KoTopomy 6yayT NPpMMEHEHbI HAaCTPOMKMU.

B noABMBLUMMCS OKHe 3anofiHaem cneayiume nona: “Security mode” — BbibpaTh “none”, a Tak
e ycTaHoBMTb ranouky "Enable" B meHio “Portal” (puc 6.3.2). MNoareeprkaaem HaCTPOMKM HaxkaTMem
KHonKu "Apply".

< C | A Hesayaveno | BHt//127.0.0.1

W 1tcc03acik3

Edit §5ID

TEST

Rate Limit

Basic Wireless Setting | Advanced Wireless Setting | Band Steering

ID  :SSIDName & Security  SSID Isolation Portal Access Control Rule Rate Limit

1 TEST WRAPSK disatle disable Hore asatle

SR B Awwet onme eagew [

Puc. 6.3.2. BkntoyeHue noptana gns sblbpaHHoro SSID.

Mepexoaum Ha BKNagKy “Wireless Control” -> "Portal", 8 nyHkTe "autentification type"
Bblbnpaem "No Autentification”, B nyHkte "autentification timeout" yctaHaBnnBaem Bpemsa paboTbi
KAMeHTa A0 OTKAouyeHua. B nyHkte "redirect" ctaBum ranouky "enable" n B none "redirect url"

© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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D)

Authentic ation Type

Authentic ation Timeout

Redirect

Redirect URL

' Wireless Control

D

.E O

http:/iwww ip-link ua/uk/

M

By using it, you are agreeing to these Terms of Use

Best aspect ratio 1:1; Size 100KB

Best aspect ratio 3:5; Size 2MB

Preview Login Page

SMB O6GopynoBaHue PekomeHJ0oBaHHbIe pemeHuss EAP

nponucbiBaem afpec Beb-CTpaHWLbl Ha KOTOPYl OyAeT ocywecTBaseTca nepeaspecauma (puc. 6.3.3).
Mocne HaCTPOMKM 3TUX NapamMeTPoB Haxknumaem "Apply".

Puc. 6.3.3. HacTpolika nepeagpecauun 6e3 ayTeHTUdUKaLUM U aBTOMATUYECKOTO OTK/IIOUEHMS.
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6.4 HacTtpoiika Bayuyepos

CHavana Heobxoammo BbibpaTb “SSID Name” ana Kotoporo 6yayT NPOU3BOAUTLCA HACTPOMKU.
[ns atoro 3axogmm Bo BKNagKy “Wireless Settings” nogsknaaky “Basic Wireless Settings” Haxkmmaem
Ha rafiouky B ctonbue "Action" HanpoTMe uHTepecyeulero Hac “SSID Name” (puc. 6.3.1). laHHOe MeHIo
06bIYHO CBEPHYTO M BUAHA ToNbKO Haanuck "Wireless settings", Ha KOTopyto Hy»KHO HaxaTb (puc. 6.3.1).

€ C a paeno | BHT//127.00.1

0
Use

Stations:

|| Label | Detalis | Coverage Moy

ID 2 SSID Name 4 Security  SSID Isolation Portal Access Control Rule Rate Limit Action

-]

1

Puc. 6.4.1. Bbibop SSID K KoTopomMy 6yayT NpMMEHEHbI HACTPOMKMU.

B noABMBLUMMCS OKHe 3anosiHaem cneayiume nona: “Security mode” — BbibpaTh “none”, a Tak
e ycTaHoBMTb ranouky "Enable" B meHio “Portal” (puc 6.4.2). MNoareeprkaaem HaCTPOMKM HaxkaTUem
KHonKu "Apply".

Labsl | Details | Coverage Hap: ‘E

Edit §SI0

W idec203acitd

Rate Limit

Wiraless Settings

Basic Wireless Setting | Advanced Wireless Setting | Band Steering

© s

1D ¢SSIDName  §Security  SSID Iselation Portal Access Control Rule Rate Limit Action

1 TesT WPAPSK dinatle disable None sastie GE

][5 F][55] Awworomsw e [ ] [0)

Puc. 6.4.2. BkntoueHune noptana gns BblbpaHHoro SSID.

Ons HacTpoikn Baydyepa 3axoamm B meHio "Wireless Control" nognyHkt "Portal”. B none
"autentification type" Bbibupaem "hotspot”. Mepexoanm no nosBuBWENCA HUXKe cCbike "hotspot
Manager" (puc. 6.4.3), nocne Yero oTKkpoeTca HoBan BKAagKa "EAP Controller Hotspot" (puc. 6.4.3).

© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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[ U Cortoter

€ C A

Sites: Defaul
Connected Disconnectea Pending

Stahstes Accnss Ponts Chonts m

Clients Statistics

2 MAC Adaress o Action

Wekome

By using & you are agreeng o these Terms of Use.

a0 Best aspect rao 3.5 Sze 2M8

Brovosn Logn Page

Puc. 6.4.3. MNepexoa K HaCTPOMKM Bay4epos.

Ha ctpanuue "EAP Controller hotspot" nepexogum B meHio "Voucher" n Haxknmaem KHOMKY
"Create Voucher" (puc. 6.4.4). 3anonHsem nons “Amount” - KOAMYECTBO CUMBOJIOB B Napo/ie Bayyepa,
“Duration” - Bpems gencTemA Bay4yepa, MOXHO 3343aTb OT MUHYT A0 AHel, “Type” - nepcoHanbHbIN Uam
MHOrononb3oBaTeNbeKuit (puc. 6.4.5).

[ €47 Controter A T —— &)l=I6pl

C | A e rondiaenuive | bi//127.00.1 = & %

1’3 tp-link Detalt

-
Guest .J Oporator
™

: Coce ¢ Create Time £ Notes $ Duration Status Action

Puc. 6.4.4. CTpaHMLa HaCTPOMNKKN Bay4yepos.

Create Vouchers

Amount

Type v
Duration v
Notes

Puc. 6.4.5. HaCTb(_)ﬁKa Bayqepa.

Mocne HaxkaTus KHonku "Apply", creHepupyeTca Bayyepbl, X MOMKHO pacneyaTaTb, HaXaB Ha
Haanucbk "Print All Unused" (puc. 6.4.6). NMepexoaum obpaTHO Ha cTpaHuuy "EAP Controller" wau
3aKpbIBAEM CTPaHMLLY HaCTPOMKM Bay4epoB U BHM3Y OKHa Haxkumaem KHonky "Apply".

qv % Y [ €2 Controller Hotspot X 8jlalIm]
C | A He xondinenuyiiiuii | biepS://127.0.0.1:8043/hotspot/index.ht %

.,’J tp-link Sites: Defmit

& =
$ Code % Create Time % Notes 4 Duration Status Action
..... 2
Puc. 6.4.6. CreHepunpoBaHHble Bay4vepbl.
© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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7. HaCTpOﬁKa orpaHu4YeHua Yncna nonb3oBaTeneii Ha ogHOM TA v aBTOMaTUYECKOe OTKAOYEeHUe
nonb3oBarteneii no YPOBHIO CUTHaNA

[N HacTpOMKM OrpaHWyYeHus yucna nonb3oBaTene Ha ogHy T B meHto "Access Points"
Haxkumaem Ha "Name/MAC Address" wuHTepecywowen Hac TA (puc 7.1). B nossuBLIEMCA OKHe
nepexogum B NyHKT "Configuration" 1 packpbiBaem pasgen "Load Balance" (puc 7.2).

"uvsvcmr:é- -~ ~osaassss - I I~ - I IS
€ & C [ A He xondigeruiinnt | bIeg://127.0.0.1:804 wel i
o Wi Sites: Defaur ~ > > E
b | tp-link APS  Connecied Disconnected Pending SMions:  \ers Cusss
Map Statistics A s Poi Chents Insight Log
Connected |
. S L]
- @ rorgetan
$ Name/MAC Address ¢ IP Address ¢ Status ¢ Model ¢ Version ¢ Num of Clients $ Download $ Upload Action
1 EAP225 100 Build 20160909 Rel 40914 Byte ) Byte < T E
0.101 EAP110-Outdoor 10.0 Build 20160923 Rel 58133 0 0 Byte 0 Byte: < t B '
’ 1 go(s) P ]
= =

Pmc.. 7.1. Bbibop TOYKKM gocTyna.

50:c7:bf:0b:bd:e2 (@ Connected

Basic Contig
1P Setting

Radio

WLANS
Rogue AP Detection

Forget this AP

Puc 7.2. MeHI0 HacTpoeK BbiBpaHHOM TOYKM A0CTYNa.

Boibupaem 4actoTHbIM guanasoH 2.4 uam 5Ny m B nyHkte “Max Associated Client”
ycTaHaBnauBaem ¢naxoKk “Enable” n B nose 4yyTb HUXKE BNUCbIBAEM MaKCMMa/lbHOE KOJINYECTBO
nonb3osatene (ot 1 ao 99) ana TA (puc 7.3).

50:c7:bf:0b:bd:e2 @ Connected

Basic Config
IP Setting

Radio

Max Associated Clients | Enable
10 (1-99)

RSSI Threshold:

(-95-0 dBm)

WLANS
Rogue AF Detection

Forget this AP

Puc 7.3. YcTaHOBKa MaKcMManbHOIoO KonyecTsa nosib3osaTenei 10 B BbibpaHHoM TA.

© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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TaK e MOMHO BK/OUYMTb aBTOMATUYECKOE OTK/IIOUYEHME KIMEHTOB NO YPOBHIO CUrHaNa, KOTOPbIWA
TOXe MOXHO 3agatb. Ons atoro B nyHKTe “RSSI Threshold” HyxHO ycTaHOBUTL dnaxkoK “Enable” u B
rnoJsie YyTb HUXKE 334aTb MOLLHOCTb, MPU KOTOPOW KANEHTCKOE YCTPOMCTBO ByaeT oTKAoueHo (puc 7.4).

50:¢7:bf:0b:bd:e2 OConnected

Basic Config
IP Setting

Radio

Max Associated Clients | Enable

1 {1-99)

52
-;-

RSSI Threshold v

80| (-95-0 dBm)

WLANS
Rogue AP Detection

Forget this AP

Puc 7.4 YctaHoBKa MolHocTK 60dBm npu KOTOPOK KANMEHTCKOE YCTPOMCTBO ByaeT OTKAHOYEHO.

Mocne HacTPOMKM Haxknmaem “Apply”.

© TP-Link Ukraine [na obuiero ncnonb3oBaHUs Bepcusa ot 21.08.17
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8. HasHaueHue VLAN K SSID

Mpw co3gaHum SSID Kak yKkasaHo B pasgene 5, nponucbiBaem Heobxogmumbiii VLAN B none
"Wireless VLAN ID" (puc. 8.1).

Edit SSID

SSID Name
Wireless Vlan ID
SSID Broadcast:
Secunty Mode
Version
Encryption

Wireless Password

Group Key Update
Period

Portal
SSID Isolation

Access Control Rule

Rate Limit

Test_225

®

[V, Enable

Auto

Auto
12345678
0

Enable

Enable

WPA-PSK ® WPA2-PSK

TKIP ® AES

Puc.8.1. Accounauma SSID K VLAN.

(0-4094, 0 is used to disable VLAN tagging.)

seconds(30-8640000,0 means no upgrade)
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9. Co3paHue pacnucaHuAa nepesarpysku T4

[ns HacTpPoOMKM aBTOMaTUUYECKON nepesarpyskun T, HyKHO nepeiTn B MmeHto "System", nognyHKT
"Reboot Schedule". YctaHoBuTb ranouky "Enable" n HacTpouTb pacnucaHue KoTopoe Heobxogumo,
nocne yero Haxatb "Apply" (puc 9.1). [JaHHOe MeHI0 OB6blYHO CBEPHYTO M BHM3Y CTPAHWMYKM BUAHA
TO/IbKO Haznucb " System ", Ha KOTOPYIO HYXKHO HaKaTb (puc. 9.1).

Enable: @

Timing Mode -
Mon Tue Wed Thu
Day of Week
Fri Sat ~| Sun
-
Reboot Time: v ¥|: v

Puc. 9.1. Npumep aBTOMaTMYecKkon nepesarpyskn T B 04:00 no BOCKpeceHbsaM.
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10. O6HOBNEeHMeE NPOLUMBOK HA TOYKAX AOCTYNa
CKauMBaem HOBYIO NPOLUMBKY M pa3apxmBuUpyem eé.
3axoguMm B meHio “System”, noanyHKT “Butch Upgrade”. Bbibupaem B nyHkTe “EAP Model”

MOZENb TOYEK A0CTYNa, KoTopble byaem 06HoBAATL (puc 10.1). JaHHOEe MeHI0 06bIYHO CBEPHYTO U BHU3Y
CTPaHMYKM BUAHA TONbKO Hagnuch " System ", Ha KOTOPYIO HYXKHO HaxKaTb (puc. 10.1).

EAP Amount 1

EAP Model hd

Upgrade File

Hote : In 8l the sites. il the managed EAPs matched with the selected mode! wil be upgraded

Punc.10.1. Bbibop moaenu Touek AocTyna, KoTopble HY>KHO 0BHOBUTL.

B nyHkTe "Upgrade File" Haxkumaem "Browse" 1 yKasbiBaem nyTb K ¢ainy npowmnsku. Mocne
yero Haxknmaem KHonky "Update", nocne aToro fonxeH HayaTbcs npouecc obHosaeHua (puc. 10.2). Mo
3aBepLIeHnto 0B6HOBAEHUA Bbl yBUMAMUTE COObLLEHME MPO YCMelHoe 3aBeplieHne OO6HOB/IEHWUA TOYEK
poctyna (puc. 10.3).

System

EAP Amount 1

EAP Model v

Upgrade File:

———— 35%
Rebooting

AP 50:c7:bf:27:bf:f4 upgrade successfully.

Note : In afl the sites, all the managed EAPs matched with the selected model will be upgraded

Pnc.10.2. Mpouecc 06HOBAEHUA TOUEK A0CTyna

B £+ Controller x all=l@l = |
- C | A He xondineruiimi | bepS://127.0.0.1:8043/ho t & ¥

10 tp-link Sites: Default APs

< = Stations:
Connecied Disconnecied Pending

Map Statistics _ Clients Insight Log

Connected
@ Forget Al
4 Name/MAC Address $ IP Address $ Status $ Model *WMavor $ Num of Clients $ Download % Upload Action
7.bf.0b bd e2 192.1 1 EAP22 1.0 0 Buik < L
50.¢7.bf 27 b 14 192.168.0.101 EAP110-Outdoor Build 201 Rel 581 Byte < 1
EAP Amount
EAP Model
Pnc.10.3. Mpouecc 06HOBNAEHMNS TOYEK AOCTYNa YCNELWHO 3aBepLIeH
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